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INTRODUCTION

The Microchip ZigBee 2006 Residential protocol stack, version v2.0-2.x, provides
wireless connectivity based on the standards set by the ZigBee Alliance. The ZigBee
standard uses the |EEE 802.15.4 for the Physical and MAC layer definitions. The
remaining layers are defined by the ZigBee Alliance. Customization on the Application
Layer allows usersto develop awide range of applications based on the ZigBee protocol.

The application that isincluded as part of version v2.0-2.x of the Stack, demonstrates
severa network connectivity features. These features include:

e The ability to enable or disable devices from joining other devices that are on
anetwork. Thisfeature is useful in assisting the configuration of a specific
network topology when first forming a network.

e The capability for sending data to, or requesting data from, a specific device —
unicast addressing, and sending to, or requesting from all the devicesin the
network — broadcast addressing.

e Multicasting — The capability for sending data to, or requesting from, devices
that are members of a specific group. A group ID is used to reference the
devicesthat are part of agiven group.

e The capability for adding or removing a device from membership in a Group.
Later in this Guide, instructions are provided on how to add and/or remove a
device to and/or from groups.

e The ability to display the Neighbor Table information for each device.

All of the above features are available to the user via the Stack Application’s menu
driven system.



The following features are available via two Push Buttons on both the PICDEM Z and
Explorer 16 platforms:

e Multicasting — Sending data to, or requesting from, devices that are members
of Group 0x0004.

e Adding or removing a device from membership in Group 0x0004.

Group 0x0004 is hard coded in the current push button application in order to simplify
the code and to illustrate the Multicasting feature as smply as possible. However, from
the menu driven application, the user has the option of choosing Group IDs within the
range of 0x0001 to 0x00fO.

Individual nodes can include themselves as a member of a Group by creating and
maintaining a Group Table. The Group Table contains both the Group ID and associated
Endpoints of the group(s) to which the node is a member of.

REQUIRED HARDWARE

In order to set up asimple network consisting of two nodes, two hardware platforms
chosen from any of the two configurationsis required.

Hardware Platform Set 1 (8-bit platform)
e PICDEM Z 2.4 Demo Kit (DM163027-4 OR DM163027-5)

e PICDEM Z MRF24J40 2.4GHz Daughter Card (AC163027-4)
OR

e MRF24J40MA PICDEM™ Z 2.4GHz RF Card (AC163028)
Har dwar e Platform Set 2 (16-bit platform)

e Explorer 16 (DM240001)

e PIC24FJ128GA010 Plug-In-Module (PIM) (MA240011)

e PICDEM Z MRF24J40 2.4GHz Daughter Card (AC163027-4)
OR

e MRF24J40MA PICtail™ Plus 2.4GHz RF Card (AC164134)
Miscellaneous Hardwar e

e Atleast one RS-232 Serial Cable

e Personal Computer with RS-232 COM port or USB to RS232 adapter
Environment

e MPLAB C18 compiler v3.20 or higher for the PICDEM Z PIC18F Platform
e MPLAB C30 compiler v3.10 or higher for PIC24F Explorer 16 Platform

e MPLAB IDE v8.10 or later

e A programmer such as MPLAB REAL ICE or ICD 2,



http://www.microchipdirect.com/ProductSearch.aspx?Keywords=DM163027-4
http://www.microchipdirect.com/ProductSearch.aspx?Keywords=DM163027-5
http://www.microchipdirect.com/productsearch.aspx?keywords=ac163027-4
http://www.microchip.com/stellent/idcplg?IdcService=SS_GET_PAGE&nodeId=1406&dDocName=en536084
http://www.microchipdirect.com/productsearch.aspx?Keywords=DM240001
http://www.microchipdirect.com/productsearch.aspx?Keywords=MA240011
http://www.microchipdirect.com/productsearch.aspx?keywords=ac163027-4
http://www.microchipdirect.com/ProductSearch.aspx?Keywords=AC164134

CONFIGURING THE HARDWARE

This section describes how to set up the various configurations of hardware to run this
demo.

Configuration 1: PICDEM Z

1. Connect the MRF24J40 2.4GHz RF Card to the PICDEM Z demo board as
shown below.




Configuration 2: Explorer 16

1. Before attaching the PIM to the Explorer 16 board, insure that the processor
selector switch (S2) isinthe“PIM” position as seen in the image below.




3. Before connecting the PIM to the Explorer 16 board, remove all attached
cables from both boards. Connect the PIM to the Explorer 16 board. Be
careful when connecting the boards to insure that no pins are bent or damaged
during the process. Also insure that the PIM is not shifted in any direction
and that al of the headers are properly aligned.

4. Connect the MRF24J40 2.4GHz Daughter Card or MRF24J40MA PICTall ™
Plus 2.4GHz RF Card to the first slot of edge card connector.




FIRMWARE

The entire source code for the ZigBee2006 Stack isincluded as part of therelease. The
picture below depicts the directory structure for the code. The ZigBee device types—
Coordinator, Router and Reduce Function End Device (RFD) are included as part of the
application. A separate project file is provided for each device type such that each device
can be built and be customized for specific operations. The code is suitable for
development on both the PICDEM Z and the Explorer 16 platforms.
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In the application provided:
Push Button RB4/RD6 is used to add or remove the node from group 0x0004

Push Button RB5/RD7 is used to send a group broadcast message to any device
that is amember of group 0x0004. The group broadcast message requests each
of the devicesin the group to send back ten bytes of the data to the requester. The
datathat is returned to the requester will be the byte pattern [00 01 02 03 04 05 06
07 08 09 OA].

LED RA0/D10 isturned ON whenever the device is amember Group 4; and
turned OFF otherwise.

LED RA1/D09 is used as atoggle on/off indicator. It indicates that the node has
received and responded to messages addressed to it whenever it is a member of
the Group 0x0004. Therefore, whenever a node is a member of Group 0x0004



and it receives arequest from another device to send data, after it sends the data it
will togglethisLED. Thisisauseful and simple way to visually ascertain that
the communication link between devices is working.

When the node is connected to a hyper terminal console, then the contents of the
received messages are displayed whenever the node is a member of Group
0x0004.

Note: There may be adight inconsistency in the feel of the pushbuttons from device to
device, so please press and rel ease the buttons firmly, to get a consistent result across all
the devices.

In order to run the sample demo applications that are included in version v2.0-2.x
of the ZigBee Stack, the appropriate software must be downloaded onto the
hardware platform. The Coordinator and the Router and/or RFD devices must be
programmed with the proper device type selected in MPLAB. Theretwo are
two methods available for downloading the demo applications. Using the
Precompiled Demo Applications and building the source code from the projects
that are provided.

Using the Precompiled Demo Applications
The Precompiled Demo Applications are available at the following location:

“<Install Directory>\ZigBee2006Res\ DemoPI| C24FCoor dinator \DemoPI C24FCoor dinator .hex”
“<Install Directory>\ZigBee2006Res\ DemoP| C24FRouter\DemoP| C24FRouter .hex”
“<Install Directory>\ZigBee2006Res\ DemoPI| C24FRFD \DemoP| C24FRFD.hex”

There are similar sub-directories of the PIC18 platform as well.

Use the File—> Import menu from MPLAB® IDE to import the .hex file and
then use the MPLAB® Programmer to program the demo applications, first into
the Coordinator and then either to the Router or RFD device.
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This guide explains the Zigbee communication between the Coordinator and the
Router.

Building the Demo Applications
The source code for this demo applications are available in the following folders:
“<Install Directory>\ZigBee2006Res\DemoPI C24FCoor dinator”
“<Install Directory>\ZigBee2006Res\DemoPI C24FRouter”
“<Install Directory>\ZigBee2006Res\DemoPI| C24FRFD”

In these directories, you will find al of the application level source and header
filesaswell asthe project and workspace files for each of the hardware platforms.

Double click on the . mcw workspace files in the appropriate folders to launch
MPLAB® IDE. After selecting the appropriate programmer that isto be used,
select the Project > Build-All option to build.  Program the created firmware to
the devices.

For those who are not familiar with using MPLAB IDE, the following link to the
MPLAB User’s Guide will provide the help needed to set up the environment.
The guide can be found at http: //www.microchip.com/mplab



http://www.microchip.com/mplab
http://www.microchip.com/mplab

RUNNING THE APPLICATION USING PUSHBUTTONS
Y ou will need:

e A pair of PICDEM Z and/or Explorer 16 devices, which are loaded with the
correct demo application. One of the devices must be a Coordinator. The
other device can be either a Router or a RFD.

1. Pluginthe ZENA Network analyzer into the personal computer’s USB port
and configure it to monitor network traffic on channel 26.

2. Apply power to the Coordinator device with a9V wall adapter or 9V battery.
Press and release the pushbutton labeled MCLR. Thetwo LEDs labeled
RA0/D10 and RAL/D09 will be turned ON, indicating that the device has
formed a network. Observe the Beacon Request Packet on Zena. The
Coordinator is now ready to accept other devices on its network.

ZENA(TM) Packet Sniffer - ZigBee(TM) 2006 Protocol

3. Apply power to the Router device with a9V wall adapter or 9V battery. Press
and release its MCLR pushbutton. Two LEDs labeled RA0/D10 and
RA1/D09 will be turned ON, indicating that the device has joined the
network. Observe on Zenathe Association Request packet from the Router
and the successful Association Response packet from the Coordinator. The
Router has now successfully joined the network.



ZENA(TM) Packet Sniffer - ZigBee(TM) 2006 Protocol
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Both Devices are up and running but neither is yet amember of the Group 0x0004. When
arouter receives a group broadcast message, first, it rebroadcasts this message so that
other nodes in the network can receive the broadcast message. Secondly, it also checksiif
one of its endpointsisin the same group and if so, it responds to the broadcast request by
responding. As none of the nodes are in any specific group at reset, if Coordinator sends
messages to Group 0x0004 the Router will only rebroadcast these messages, but it will
not respond with the requested 10 bytes that the Coordinator asks for.

4. On the Coordinator, press and release the button labeled RB5/RD7. Observe
the traffic on Zena. The messages will be broadcast messages with
destination address 0xffff; Source Address 0x0000(from the Coordinator), and
atag that labels the messages as group addressed broadcast messages. The
Router will rebroadcast the messages but does not respond to the Coordinator,
sinceit is not yet amember of Group 0x0004.

Now add the Router to Group 0x0004 by doing the following:

5. Press and release the RB4/RD6 button on the Router device and observe the
RAQ/D10 LED toggling on and off as RB4/RD6 is pressed and rel eased.
Press and release the RB4/RD6 push button such that RA0/D10 remains ON
after the button isreleased. When RA0/D10 is ON, thisindicates that the
Router has added itself as a member of Group 0x0004. Thereisno
associated traffic on Zena since thisis an internal operation and nothing is
transmitted over the air.

6. Pressand release RB5/RD7 on the Coordinator. Thiswill send agroup
broadcast message to all nodes that are in Group 0x0004.



Observe that the message is broadcast to destination address OxFFFF, Group
Address 0x0004 on Zena.

Observe that the RAL/D09 LED on the Router toggles on/off each time
RB5/RD7 on the Coordinator ispressed. Thisindicates that the Router is
now responding to messages sent from the Coordinator to Group 0x0004
because it is now a member of that group.

ZENA(TM) Packet Sniffer - ZigBee(TM) 2006 Protocol CER
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7. Press and release the RB4/RD6 button on the Router once again until its
RAO/D10 LED isturned off. Thisindicates that the Router has removed itself
from Group 0x0004. Further messages to Group 4 from the Coordinator will
not be responded to.

8. The User may add the Coordinator to Group 0x0004 as well by repeating the
steps outlined above, and send messages to it from the Router by pressing the
Router’ s RB5/RD7 push button.

The application works bi-directionally —i.e. in exactly same way on all the
ZigBee device types — Coordinators, Routers and Reduce Function End
Devices.




Summary of Push Button Operation:

Button: RB4/RD6: Adds anode to, or removes a node from Group 0x0004. The Group
ID 0x0004 is hard coded in the application.

Led: RAO/D10: Usedtoindicateif anodeisamember of Group 0x0004 (ON - yes;
OFF —no)

At startup the devices are not in any group, and the LEDs ON to indicate the device are
on the network.

Button: RB5/RD7 : Isused to send a messages to nodes in Group 0x0004. The actua
message is arequest for al the Group 0x0004 nodes to send back to the requester 10
bytes.

Led: RA1/D09 : Togglesto indicate that the receiving node is in Group 0x0004 and
received requests for data.

Running the Applications Via The Hyper-Terminal Console

To operate the application from the hyper terminal menu system please do the
following:

1. Follow steps 1 to3 from the Operating via Pushbutton section to get the
devices load with the firmware and joined onto a network.

2. Connect aRS-232 cable from the Coordinator device to the PC.
3. Open up aHyper Termina window on the PC to the COM port to which the

RS-232 is connected. The Hyper-terminal configuration should be:
e BaudRate: 19200

o Databits: 8-bits
o Parity: None
e Stop bits 1

e Fow Control: None
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4. Hit the Carriage Return/Line Feed <Enter> Key and the following menu
system will be displayed on the PC console.
Note the seven menu options 1 - 7 that are available.

# Router - HyperTerminal
File Edit View Call Transfer Help

D& = 3 DB I

"

T e s L
MicroChip ZigBee2(006(TH) Stack +2.0-2.6 Coordinator
Transceiver—-MRF24J40
Trving to start network. . .
FAH 1AAA started =successfully.
Joining permitted.

l: Enable-Disable Joining by Other Devices

2: Request Data From Another Device

3: Reqguest Data From a Group of Devices

4: Send Data To Another Dewvice

5: Send Data To a Group of Devices

6 : Add-Remove Device to-from a Group

7: Dump Heighborhood Information
Enter a menu choice: G

< >
Connected 7:31:12 ANSTW 19200 8-N-1




5. Please pressthe <MCLR> button on the Router device. Thiswill force the
Router to rejoin the network. Note the 16-bit Network and the 64-bit MAC
addresses of Router are displayed on the Coordinator’s console. 1n atypical
two device network, the network address of the Router is 0x0001.

6. Torequest datafrom the Router viathe Coordinator menu, do the following:
From the menu select menu option < 2 >:
2: Request Data From Another Device
How many bytes are you requesting(hex): Oa
What is the short address of device you want data from: 0001
or whatever the network address of the router is
Thiswill send a data request to the Router viaa unicast — directly and only to
the Router asking for OxOa bytes of data to be returned.

The response from the Router will be:

Len: Oa

From Address:: 0001

00000102030405060708090A

i.e. A payload of length OxOa bytesis returned from the device at network
address 0001, followed by the raw payload bytes that was requested. The
payload is preceded by a one-byte status byte which has a value 00.

 Coordinator - HyperTerminal LEX
Flle Edit View Call Trangfer Help
D& 54 06 &
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7. Torequest data from a devices that are members of a particular group do the
following:

¢ Press and release the RB4/RD6 button on the Router device several
times. Observe that theRAO/D10 LED toggling on/off as RB4/RD6 is
pressed and released. Press and release the RB4/RD6 button such that
RAO/D10 remains ON after the button isreleased. Thiswill place the
Router in Group 0x0004.

e From the Coordinator menu select menu option <3>
3. Please enter the Group ID of the Data Request: 0004

The response from the Router will be:

Len: Oa

From Address:: 0001

0000010203040506070809

The Router is part of Group 0x0004 so it responds with the above

information.
8. To send datadirectly to the Router from the Coordinator menu use menu
option <4>:
4. Request Data From Another Device
Please enter the number of bytes to send (hex): Oa
Please enter the short address of the destination device: 0001

Thiswill send ten bytes of datadirectly to Router. The Coordinator will
display: Message sent successfully. Observe the traffic on Zenato confirm
that the message is successfully sent.

9. To add the Coordinator to Group 0x0004, do the following from the
Coordinator menu. Select menu option 6.
6: Add/Remove Device to/from a Group
What Group Activity do you want to do ?
0=Add Deviceto a Group
1=Remove Device from a Group
2=Remove Device from All Groups: 0

Enter 16-bit Group ID (Hex): 0004

thiswill add the Coordinator to Group ID 0x0004. Now by pressing the
RB5/RD7 on the Router will result in the Coordinator responding by sending
10 bytes of data back to the Router.

Use the same menu and choose sub-option 1 or 2 to remove the Coordinator
from a Group.

10. To see what devices are currently stored in the Coordinator’ s Neighbor Table
choose menu option ‘7' on the Coordinator menu:



7: Dump Neighborhood Information

The information that will be displayed is the following -
Short MAC Type Rntlship
0001  0000000100000000 RTR CHILD

¢ Coordinator - HyperTerminal
File Edit View Call Transfer Help
D@ &4 08

Enter a menu choice; 7 A
Short HaC Type Rntlship
0001 |  0000000100000000 | RIR | CHIID

Enable/Disable Joining by Other Devices
Request Data From Another Device
Request Data From a Group of Devices
Send Data To Another Device

Send Data To a Group of Devices
add/Renove Device to/from a Group

. Dump Neighborhood Information

Enter a nenu choice:

B B R N

¢ ' }
Connected 0:06:51  ANSIW 19200 8-N-1

This means that the Router with the noted network address 0001 and MAC
address 0000000100000000 is a child of the Coordinator.

As more devices join the network, this table will contain more entries.



FAQs

Index

Symptom

Solution

The LEDs are OFF on Coordinator

Press the <mclr> button to reset the
Coordinator node

The LEDs are OFF on Router/RFD node

First reset the Coordinator, followed
by resetting the node.

No Traffic on Zena

Ensure that Zenais operating on
channel 26.

Ensure that the Coordinator has
formed the network by connecting a
hyper terminal and hitting the
<CR><LF> severa times until the
menu is displayed on the Coodinator.

Press and rel ease the RB5/RD6 push-
button on the node.

No datais received from another node
when RB5/RD6 is pressed and rel eased

Ensure that at |east one other node on
the network isamember of Group
0x0004

The RFD LEDs are not blinking

The RFD has lost contact with its
parent. Move RFD node closer to a
Coordinator/Router node that ison
the network and pressed the <mclr>
button.
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